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Introduction

Today 0s c gandpivacy 9n tlee bntenndt aresjestifiedr This paper addresses these concerns as th
communications and discusses how the MyMail Secure Email -Balassrs (RES) oy \ddesititeupest its patente
and patenigirg technologies.

1. Overview of BIBASI

Every day your personal details and private information are released to advertisers, mieketwddtautollect
your knowledge. This makes you vulnerable to spanh daighiddistippatbated/Michnology, these threats are
Simple to use and highly protective of alunor pe
anyone el seds mai l

The MyMail SES differs fremastaodizidns in that:

In the actual communication and delivery dfeenadliinesssagassare delivered safely and securely across t

@@

The MyMail Secure Email Solution | 11/17/2007

ey re

DI'S, S
Blimir
s (

ne int




~
o
o
N
~
N~
—
~
—
—
c
o
S
=)
o
(2]
‘©
S
[FN)
(O]
o
>
(8]
(5]
(%]
‘©
=
>
=
[J]
<
l_

-

~

In the storage and retrieval of erdadlaciesesagiksnessage is stored secypdy ifvamagnwhich only the
intended recipient (the email inbox owner) can open and access.

B MyMail Network

- Servers
—
£l

As a result, individuals, businesses, schools and governments can rest assured theiridemihimessages

Recentchangesmadé he o0t erms of service agreementsoé by
personal and private communication data, presumed to be private and personal, are narproczie andll. For
read every email message for infdemads oa swoi préet
free email service ovislef service

are k

MO S
exarr

oé You understand aconttlwgaderdere o thiaé¢r t hel See o iicrf o

[compaagclaims all responsibility anthbzbittyctoity, timsdosty reliability of the Service
é [ Co mpesenvgsjthe dghtso@ccess, read, preserve, and disdosastmabifobaiticesa

is necessaryf C omgy monijof, edit or disclose your personal information, including the content of,
ema#iso
Hereds what a popular | SP is doing

0 éwithin the next few weeks you will begin seeing graplival Miibrfisermesits adver t i s
will be integrated into your Mail experience, and we hope you will fiddde edvettiéesénts gserd.
us keep prices competiives continue to provide the high level of servicto thaowaanbave come
trust éo

Excedtisderal GuideliSesdaty and Privacy Requirements

your

e m e
he.
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My Mai |l 6s SES meets and exceeds the de maSafdguards ofs e
the Health Insurance Poytabih nd Accountability Actod (HI PAA) Kk
Health I nformation, 6 published at 45 CFR Part 1

My Mai |l 6s SES meets t he deduetodal Rights gnd Rrivaay Agt (FERPA)Wurst
U.S.C. § 1232¢g; 34 CFR Part 99.

My Mai | 6s SES al s o-laadliky Act rdlating to dislgsuré of monpeblict persowaf infornati
My Mai | 6 s SE Salidated hy the PhysicsaDephitnient bfaAsgeld StageUniversity (ASU), the ho

n.G
5t Of |

Data Center for HIPAA and FERPA compliance in addition to rigorous security privacly standand jediba Folf Spex

addresseBABRPAA and GLBA see the Independent Security Audit Report done by Angelo State Universi
Texas 76909;//www.angelo.edu

Provides Security and HeVaaydbatent téritiser
My Mai |l 6s SES is so0 easuysetro/ guesnee rtahlate matidls uvsierrt.u a

stored is uniquely ensiygtetynamically generated encryption keys for theniltegtevisiecutispeainidl gylug
retraining-esers on how to secure special email messages.

1. Standard email servers provide very little
unauthorized system adenimistratpri ng and access, and ill egal
secure email architecture:

1) al ways wuniquely encrypts every email me g

2) can be fgured to eliminate the ability of unauthorized system administrators, hackers or sng
breaking email access passwords to gain quick access to email messages,

3) separates the encryption/decryption keys from the &meihnezstbagedatalés security and privac
exceeds the requirements of HIPAA and FERPA.

2. Using MyMail 6s SE Ssedure)ractually increasesasedurityshy neduding thes othé

ty, 26

oper:

/ thal

CfRssy

security risks caused mMmpolargecd email message data stored. Using traditional encryption methods

amounts of data causes detectible repetitive patterns to appear in the data. This is aymitpmal resul

keys to encrypt all datayitling @ranechanism to gain access to the entire original email messags.

eliminates repetitive pattern detection by uniquely encrypting each email message uskeyis own s€

3. MyMai |l 6 s SE Smessagé wsindg tevanor marecatggrifhinss one to ernrcrypt the engil m

of uc
Th
t of O

PSsa(

attachments, and the other to encrypt portions of the email header (the subject and sdpdefl email ad

the decryption message keys are ancrgpyediusingi cal |y gener ated kegy
to open and access. o

4. Al | net work communications between servegs
Security to ensure secure raradendaion, making it compatible with all SSL Email Client pr@ram
Outl ook, Mozilla Thunderbird, and Apple Mai
browser, including Microsoft ImfeviezilExpitgiox and Camino for Mac. S

Eliminasgmmwith itEsSerfiimaflddress Authenticator

ecure Ema

(%]
1. My Mai |l &8s SESO®s EsSentry has b e eJamesl e Kaffer,i Pocgyaknt
Orthobionicshlthaugh fechra | 'y not a spam detector, MyNMai
address of the sender of each email mergral ax e
[}

of how and which emaitodhesinbox. <
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2. MyMail 6s SESOs -delsuBenticationymeshanisrk that ddgs legitsnate emaibaddsessasdoe
whitelist and illegitimate email adihgboe whichis o e @
accessible by each email recipient thrdughvaesaoteeaceh

Applications
How My Mail 6s SES | mproves Emai l Efficipen
My Mai |l 6s SES includes a mail h aetiminatesrsgam throwhud waite,dlkaldk |

and gray list support, custom filtering and image code challenge and verification.

MyMail :: esSentry™

Before your message can be delivered to
Fred . Flintstonef@mymail.net
vou are required to enter the following code.

The verification code is CASE-SENSITIVE
and is used to prove a real person sent the original email.

Enter the verffication code (it's unreadable) :
| Submit |

(Asampleofa @ a | A fQ@&a L{Y9{3S / 2RS / KIFIfftSy3aS FyR SN

My Mai | 6s SESOs f emitmessagss they neea and elislieate gunktmail. Es8entry kllbws e
to control who they receive mail from Ixage either
themselves through aactaeiégnge protocol. The-endllengep onse pr ot oc ol is conf

emai l address to the recipientds whitpepieéstds fi
those senabthenticated senders, i.e. those who have successfully authenticatecitidessahsespiotmagth the ¢

All other messages are helduntam@ennt i cat ed grayl i st stor aewpses spaceé€
oCCurs:

the message sender authenticates himself

the intended mail recipient accepts or rejects the message

the message is deleted by the system after a period of aging (the system default is 15 days)
the userods mai ¢oldbreamut heade cas effuimesanadeseive
messages or
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5. the sender fails to authenticate themselves tanaleghoadcipatitowge after several (system default |i
attempts.

S nil

It is important to natalthough the sender may have failed to timely respond or incandesiydiadegtbtocbhllenge

the sender is not oObl acklisteddé whi ch dbsosirceomaot he

r

permanent basis. Because of the finality of blacklisting, the MyMail SES requires recipitreyg toamianually add the

blacklisted from their account, which prevents the loss of possibly valid email messages.

In addition to EsSenitryl, dy¢la SES i ncl udes many other configuralpbl

mailbox status notifications and automated message filtering.

Howly Ma Rdduitssalt8vBcg and Security Threats

Eliminates Eaves@tpmag] email solutions operate by letting personal, private and confidential informatior, and

(usernames and passwords, a. k. a. cr edienbyusiaglits ) t
patented and patent pending technologies and encrypts the plain text messages prior nnth&yeglset journ
SES.

ra
ey tc

Reduces ldentity Theft: MyMail uses a Secure Socket Protocol to ensure privag g acib sseithenitiddsnet by trgnsfor
(username and password) and email messages into a type gibberish, that only your computexyand the MyMail

travel across the internet. MyMail then further encrypts and securely serestalkeysaihatesdgghe legjitimate
credentials (held by the intended email recipient) can open. Standard email solutionsodgecatg@rovide the n¢g
credentials or store email messages, which makes it eastofobtanl@etdantdasoMyérsthe credentials in hand
hackers and snoopers can read, download, delete and even send fraudulent email messages.

Inhibits Privacy Loss:

1 Maintaining a minimal amount of information in plain text.

CESS

Other than dived dillogs (see #8 below) all information is securely encrypted and stored usinp sec

only authorized credentials (username and password) can access.

9 Masking internet protocol (IP) addresses.in message headers

7/2007

By doing so, the MyMailtSp& gowotdrivate information such as, which city and state semeope is
i

and preventing potential predators from discovering key personal information. =

1 Ensuring all email messages are encrypted for storage, and encrypted for transmission 5
Whethe usi ng My Mail 6s SES&6s Webmai l inter%face
messages, My Mai | 6s SES protects privach, | an
Eliminates unauthorizdd gonegsedade mdrnimp wnlad tei cardﬁ%nilvyl‘ﬂ

prevents unauthorized access to mail messages and mail boxes. Further, since all entalladessages gre encryp
dynamic security keys no messageossilielafion modification or attempted modification of an encrypged email r
would render it unreadable since that would result in a decrypted message of gibberishimatieesisagefze restorati

contents. The email méssadke semil messages received. §>
P

Reduces False Emails Appearing Real: It is very easy to construct email messages thaViappéar haveBbsen
employs several proprietary and pubfisheldidéuteuesse PNSrigekand special credenidalovaletaiign .

o’

Seh!
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and validate that an email message that is being sent from a particular email server aneé host eamel azerled
emai | addr ess i s coernrseusrpeosn dtihnagtl ya lvla Inmeds.s a gFeusr tshee
header information.

iBma
rt,

Overcomes Lack of Evidentiary Standing: Because the MyMail SES encrypts and securetystgresysach enpail m

specific to eaxrh aedentials, no one else can forge or manipulate the contents of the email messages. Thi
every email message, which is the basis for legal evidentiary standing to enforce and iaattmr#tjcate contrac
electronic commerce, and medical related communications.

Stores Email Messages Redundant !l y: My MamainiessagB E S
storage, which eliminates the need for arehiwiag the satiges s age st or e. By def a
redundant/fault tolerant copy of the secure email storage on each secure email servereraslyactitanarshivir
mechani sm. M fdllowing@easorSSEES does this for th

Archived data is not synchronized with currenedsd. méssagesulhat are believed deleted could possibly rg
unexpected consdmguenaes;s e My Mai | 6 s SES s upspoh astMicrosoth ®@utlooksoe Moa
Thunderbird, each user can download their own email messages to their personal computessygtems an
archives.

Does Not Retain Traditional Log Files: TraditionaWotiefilda ptaitetebdijeshich are used to assist in diagnosin
and spotting potential security breaches. However, they often contain various forms ddididi@ssadinth such a
other potentially private and confiderdial info n . To prevent such | og fil
security policy, does not retain any log files for more than 72 hours. Even those partictiarrfilegvaak kept s¢
amount informreg@@ssary to perform standard diagnostic functions.

El i minates Inside Email Snooping and Tdilactounts Mo s
and credentials (username and password), whichtajowsfthe possibhem t o read, edi't
their knowledge. This access also allows system administrators to send email messaged gshhatigh they w
is designed to prevent system admigaimatgradcess to email accounts by simply resetting and restoring pas

My Mai |l 6s SES provides a variety of c¢onffiguppbleaat i o
system installation timepa¥aniotd management scenarios include:

1. The ability to allow a system administrator to set or reset individual passwords as they please;
2. The ability to reset an account password based upon a universal reset password;
3. Disallowing a system admirnjseatdrdoreeover user account passwords.
Although options 1 and 2 provide detailed audit trails for password changes made by systenitiathténistrato

security by only allowing an account holder to change and madify pdsswor@sl i mi nat i ng a
unauthorized access to email messages.

I'f at installation time the univer salsemalacauntt as
thepreseni ver sal password. However, they woudnd not
a system administrator from accessing < oeactvatiore 0 s
(with a new password) in a twofold manner. First by entering the password reset or reactaldédhatates ang
each user can inspect, and second by sending email notifications to theecnaildesignaeboidefyargl ttresm of

5 gua
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dates and times the userds email accounartthewas r e
threat of inside snooping, which has cost many businesses millions of dollars.

Tecical Analysis

This section describes in technical d elog&es tb safelyp w
and securely transmit and store email messages.

Definitions:

Message Digastiethod by whidssage, such as an email message, is passed through an algorithm to gene
of characters (usually around 128 of them). This unique sequence of characters is anagmsstya lisegerp
to generatait ceproduce it. Thus, a Message Digest is one way of verifying that a message sent has not bg

S e

My

rate «
rint" il
ben a

received. This verification is accomplished by comparing the Message Digest of the noésisagegesived with the

sent. If the two Message Digests match, then the message is unaltered and therefore valid.

Symmetric Key Energpfiord as the form of encryption where the "secret” key used to encrypt a message i
(gibberish) is also ussptérestore) the message back to its original form. Symmetric key encryption signific
eavesdropping, makes message modification nearly impossible, and given the right keplem @ithemely diff
symmetric keyptinaris that both the sender and recipient share the same secret key, which means that the)

nto "(
antly
cult t

havi

privately in order to share the secret key with one another. Because of this, symmetriédkeynenitigption is often n

keyexchange as the sender and recipient may be thousands of miles from one other. In geselresymmetr
than asymmetric key encryption (discussed below), but lacks the practicality of the inibialdsyyremetrange me
key encryption.

Asymmetric Key Eqceyptisno known as "public key encryptiono)l:

keys (a opublic keyd6 and a o0phreinvatweo kseyté pdai ro)p

C key
chan

jabr|

are used (where one set of keys belongs to the message sender and the other set of kegssmyenceto the fness:

be encrypted then decrypted, and the identities of theasemel@statdiseeipiembhat is, using asymmetric key en

Crypti

only secures the message but ensures the identities of the sender and recipient by usfmegmleem&ia@private ke

then taking that encrypted messagé and eacgyptingn using the recipient&s
. . . N~

the message by using his private key athasendéreg u
i

i
Dy nami ¢ K & w iieodson dyrrayigally igemerating a single use symmetric key for each messagec-and
with a set of unique dynamic asymmetr i ccrddenyas St h
canopen.Dyamic Encryption was developed by MyMail s

Email Database HasiSEiets that store email messages.

cure Email S

Application Host $&H)ers that provide one or more of the services,-SLT BEPBrebnth G WOP3

D U
S i
Bncry
at
5 E S

Combined Application DatabaseJdost(CadiAyured to perform both Database Host and Application ﬁ’ost flinctic
©

Paired Key Storde @KS)ver s t hat store and ma KeagdePrivate eery;ptiong;h(eg
(PDK) pairs. Whemagwmessages arrive and/or when a subscriber initiates a requestibh seadpplictiedg the
Host (AH) requests the apprsages.i ate subscri be¥ds

e i
re
k

o’
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Dynamic Row Secr@ta @2R&) function that encrypts/decrypts the contents of one or more fields in a datab
its own unique DRS, which are encrypted using the Public Encryption Key (PECranibda¢eyp(BdK3ing the
defined below.

Public Encryption Kéyf(REK) opubl i ¢ keyd6 of the Asymmetric ke
encrypt Dynamic Row Secrets (DRS). AihRBEKtdeaiR keystehéchin a Paired Key Store (PKS). There
PEK generated for each subscriber.

Private Decryption Key (RBK) o pr i vate keyo6é of the Asymmetric Kk
to decrypt Dynamic RoildSBgreThe PDK#8 & 2048RSA st yl e private key, wh
Secret (UKS). The PDK is stored in a Paired Key Store (PKS) and there is one PDK ges@aihtchim each su
one REand one PDK pair, which makeup the asymmetrical key pair.

Key Signing Authoitys@<843 that generate a Private Decryption Key (PDK) for each subscriber using a Ke
Key Signing Certificate (KSC).

BSe I
Priva

p
iS on

ey
i C
bscri

y Sig

Key Signing Requést (K8§R)st generated by the Paired Key Store (PKS) at time of key pair creation, it is passec

Authority (KSA) to request a signed Private Decryption Key (PDK).
User Key SecretAUKB)ey t hat i s gememrytpead ftrhem utsteeg dss PrDEKs
Key Signing Ke§ IKBK KSAGs master key. This key is not

h N &

1l S €

Key Signing Certificafe (KEC)Key Si gni ng A uSChsaerivet fyoth the KSK 8nd Jlescnitessttie ena

provider.
Account Provisioning Procesti(@BR)e steps involved when a new account is created.
Mail Retrieval Proces© (MRS the steps involved to properly decrypt,eand display a messag

Mail Storage Proces©(MBP3 the steps involved to properly process, encrypt, and store a message.

RSA (Rivest, Shamir and Adleman) Enéryptigieplgocithoion algorithm developed by Ron Rivest, Adi Shanrir an

Adlemanile at the Massachusetts Institute of Technology. It was the first algorithm developad that was su
encrypting messages. RSA was one of the first great advances in public key cryptograpmerdeSA is widely
protocols and is very secure when used in dynanm

Privacy Enhanced Mall (BEdBY encoding of the DER format.

Distinguished Encoding Railese(B&Rpr encoding ectiédebebiligitally signed or to have its signature verified.
of which is referred to as DER format.

table
usel
i C

he




The Technologies in Action

Dynami cKeyE Encryption for Email Storage

My Mai |l 6s SESG6s patent pending technol ocalygeneratedr e|s
keys that can only be accessed using the recipilen
MyMabs SES Secure Socket Layer Email Transmi $si
The MyMai l SES Secure Email solution r &§3ecurees t|ha
Email servers occurs over a Secure Socket Layer (SSL) connection.

SSL uaembination of asymmetric and symmetric key encryption standards. When one conndugs to a seryer u:

following things happen:

1. The server uses its private key to prove to users that it is in fact the wecoemibct tthehésderyingers
know that they are not connecting to a middleman who is intercepting their communications.

The userds email client or web browser sends
The server generates a "secret key" and epciyltskigyigingctiged and then sends it back to the user

w N

t

4. The user and the server then communicate using symmetric key encryption via this shared sedret k

encryption is faster and more secure than asymmetric key encryption).

Théwo benefits of S8tifaation of connection to the proper server and verification of server security.

When one gets any warning messages when connecting to a server using SSL, one shouié genmkicerice abput ig
providernynmave a small technical problem that is causing the warning, these warnings can also indicate thgt sec

being intercepted or compromised. These warnings usually indicate one of the following:

1. The server's SSL "certificatériivateolibl/ pair) has expired.

2. Some of the information in the certificate doesn't match the.inftrenatidifiesqeestesiissued for a diffefent

server name than the one the user is trying to connect to. (Onamcectitdp¢oitiae verdagtiserver.)
3. The certificate was issued by an untrusted agency.

007

SSL certificates are (generally) issued by third party agencies such as Thawte.com oa%eriB@gouﬁl‘hege 3rg
i
check on companies ansltimativetyedst certificates, and only issue certificates if the companies or indizidual

part
have

The certificate includes the name of the company, the name of the issuing company, anigghechaiieeat the kerve

one caubs to an SSL server one can verify this embedded information and the fact that it wasisi;ssuedgpy a third |

trusted. If the certificate is valid then a user can have a high degree of confidence thiathleeseemerthlegg are jconn
(%]

want to reach. =

©
By using SSL for Webmail, POP3, IMAP, and SMTP one is ensured that communications inetiveen tt%eir person

server i s encrypted. Hence eabddaeefﬁememaVééme
uses SSL to protechairitek ser ver communications so that enf)ai
server and head t o t he iotectsfygumusername arsl passward fiom detectithlit a
your email messages to those using MyMail &s ES

The MyM
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From an-esdr perspective, SSL is very easy to use and is practicallyusersspgeamerfail tlezsd sauch as

Microsoft Outlook, Mozilla Thunderbird, or Apple Mail, it takes only a few mouse clicksansstdaiuh porthe nd
address configuration. For theseaiuisiisgnaabparent. For thasemedioert have an SSL compliant service or
please visitw.MyMail.com
Transmissiohitecture
My Mai |l 6s SES secures transmisskigegh ofUselrec tcrooimied

SES server either by using a web browser capable of HTTPS and their local internet semyitiamptr &S (ISP

rmal
Berve

ti
or tt

email client such as Microsofie@atlewk. ifAduthenticated on the Email Data Host (EDH), a Secure Socket Layer (

bet ween the EDH and the userds web broweremalor e
client and all infonntfatough this port is encrypted. Security certificates on the EDH must be up to date and
bet ween the EDH and userof6s system. | f a&nectiener d
betweBnDH and the userds system is made. Falhel ed S

user to switch to an SSL compliant web browser or email client before attempting to makeanettiensonneg
between EDH and Paired Key Store (PKS) and between Key Signing Authority (KSA) and33¢t8:areraccom
dedicated ports. Al | i nf or mat i on ecture meets the definition dfi
seclirdJsdpuser connections are enctyptaat pathtSSL antbserver connections are encrypted through SSH
advantage of this secure architecture is that encryption isftransparkhy tMalliuder8 e S E S .

Figel My Mai |l 6s SESO0s Secure Email Archit erprasent .
SSH connections.

MyMail User Local ISP

A

A 4

Email Data Host Paired Key Store
EDH PKS
A A
1
1
1
\ 4 1
X
MyMail User Local ISP Key Signing Authority
< —»>
KSA
FIGURE 1
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My Ma Dyinamse Erfrigp8on Method

My Mai | 6s SES uses &iguwhich provitles a anguesgution mmintegrity gral seicuritii|oh ,
electromiformation. Upon creation of a user account, public and private keys are generated and stored onfthe P
an email message, their public key is retrieved from the PKS and a Dynamic Row Secretr(iaRiB)is generated us
apparatus. Gamma decay is a truly random process in nature which ensures each DRS isypitégisga The pliblic |
OpenSSL and stored on the EDH. Electronic mail data is compressed, shreddeddariR®usbigake and engrypte
Advanced Encryption Standard (AES). The National Institute of Standards and Teckhb&jcpnstdids there afe ap|
possible keys foit1PRit, and 256 t AES keys r eddtpEendryptionetheyefore, thiel yifihbnunhbérs
of keys is approxinfapely DRS. It would take a machine trying 1 Kgyepes seoecavé0a sibijl&R2Se&key if
the same DRS is used to encrypt all email messagesdimtaengigirsp&ctipat 8uientists set the upper limit forthe a
of the universel&tells. Dynamic row secrets are onhpitgea®roerAitn is used, and encrypted email data|is
shredded on the EDH. Access to the infahadEiDhl ssovedyarontrolled and restricted. That is, authenticated lisers
access the information in human readable form through an HTTPS secure web browser @na POP3S secufe me
administrators can only see raw enbeyphedeldhe i€drrect credentials. Hence, the robustness of the MyMail[SES
d including system adméinfstrateiswing human readable forms of email messages of others.

Figu2 My MamameErgptegdEitBm

Useros P

/
Key from PKS / ¢

OpenSSL

DRS from hardware
gamma decay

Encrypted
DRS

Encrypted

AES Email

A Nata
N~
S
Us e Enjad Shredding & o
Data from WEB Compression N
S~
i
i
FIGURE 2 -
o
=
5
. 3
My Ma BdcuiesDat& Hdsage Model =
S
Ll

My Mai | 6s SESO0s secure data storage on dihae EDHK i]|s

database format by default. A file system format for data storage is available to the a@RiBiseates iaslésired. The
the fingerprint/signature for a particular email message. Mail header infornthtioVneddeditd séns thes8BcB/pten ¢
the internet is not encrypted. This information must remain in plain text in order for the)eancypmdiDRSz (fingerpr
data (message body) to propagate through the internet. Emaigats hraduetdotakfin®S&ncrypted =
blocks and then base 64 encoded in the database. These 4 blocks are tied to the base 64 encoded §RS and pl

o’
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information. On the PKS, public keys are stored in a datgabasedarmatie Rubliokeywy Mai | 6 s SES$ u
along with the user's authentication data. This data format allows the EDH to retrieve thuberBR8blic key t¢ be €
obtained from the KSA. Encrypted key and eadafstdrag®hseeutie.

My Ma AuditContrdsE S

Any person that either controls or has access to one or more pieces of the architectureloréigoatminas subject tc
is necessary to meet and document the defimiidmirfisteatmemust be able to determine what has been dong, whe
happened, how it happened, and potentially who penetrated or intercepted one or more [fieces of the archjtectu
exampl e, if s ome gptedenmiy whicle esnailavas\pyrdéd, whed the e dl &as pwsged, djd wh
email are critical pieces of information for audit control to function properly.

My Mai |l 6s SES uses sever al auldos SbBatawdist omon thre|o IE:
administrator: webmaster or provider. Through the MyMail SES webmaster interface, tienywesenaster has facce:
account management, security and operations, pacibigmoaBiml/sttbaiatisiample of audit control tools
available to the MyMail SES webmaster. Security and operation of the EDH include$Banit® listddgegSP| Acfess)
relay arnghm prevention (Reject incoming address), and chronological mail purging (Purge maila). The webmas
reports for usage and click through (Banner statistics) besides graphical and charted itlatanmhmadlil volume | user
size.

Figu Sampl e MyMail 6s SES webmaster interface.

rlome Settings Summary

My profile

- Site Configurations

% Accounts Management

) : Domain Name: concealedmail.com Webmail URL:  hops:/imail.concesledmail.com
 Security and Operations (Wour user sccounts will be identified by
wsarfconcealedmail com address o . webmail (browser) and POP3
forma.) Standard Access: clients
Status : Approved WAP Access: Dizabled
Expiry Date: 2009-07-11 SMTF Relay: Allowsd
Public Sign-up: Mo Storage:
# Packages (onby Admin can create USEr 3CCoUNTS:
i Reports and Statistics via this Webmastar Admin) Mail: Database
MyDocuments: Database
User Limit: 25 Mailbox Quota: 250MB
Logout (255,000,000 byzes)

[ I R

THE FIGURE 3

MyMail SES provider interfdtigudlgivasrtheovider audit control over data compression and storage format,|dom:
remote email access (POP3 server), database management, and statistical reports. ComfdessisgnitiTTPS data
to the user 0s nneetion. Encrgpted email dath stocagegih thecEDH iGcBdsescstorage capacity
The provider also has the option of whether to store data in a database format or in a regusacditebgystem format
added, removed, ary ¢kdéquiovider. Quotas can be set on a per domain basis through the provider interfage or

~
o
o
N
~
N~
—
~
—
—
c
o
S
=)
o
(2]
‘©
S
[FN)
(O]
o
>
(8]
(]
(%]
‘©
=
>
=
[J]
<
'_

/

/




\

through the webmaster interface. Remote email access may be configured, disabled, oernabled on a perjdom.
installation, tvheSQL database management tools can be installed to enable secure email data storage badkup &
provider has access to statistical reports for domain usage with graphical and chartechikbpoitisen user sign up a

No user accounts for the webmaster or provider exist on the EDH. Therefore, neither theauelitmaster nor the pre
i nformati onnavadabletothd y |be
EDH system administrator includes user activity, web server activity, SSH activityanthibgeragngajstyndatabase

control i n

messages. Audit control information available to the PKS/KSAaslystnistiadoniactivétnr $8idesvity, database

f ormati on. Thi

S

activity, and operating system messages. Audit control logs are rotated and backed upplutbthasieally by thie ope
audit controls can be used to meet and document agiosgoireecoyethe defi

Home Statistics
My profile
w General
—'l__: COMpressic Total domains : 1
Mail compressions Demains pending approval : 0
Login name s
Data storage
; . Total users on this system : 4
# Domains Breakdown by domain ¢

» Templates Domain Users Status Expiry
¥ Language Maintenance concealedmail .com 4 Approved 2009-07-11
- POP3/SMTP Server
» Database
L m—— Total emails on this system : 0
# Reports and Statistics Total email size on this system : 0 KB
Breakdown by domain :
Logout Domain Mails Size
Figure 4: S I e al A f®@raviddr iBtdrf
igure 4: Samplea e a avidar | rrace.
Home Statistics
My profile
w Gensral
Total domains : 1
Domainz pending approval : 0
Data storage
; . Total users on this system ; 4
# Domains Breakdown by domain :
» Templates Domain Users Status Expiry
#» Language Maintenance concealedmail.com 4 Approved 2009-07-11
- POP3/SMTP Server
» Database
R Total emails on this system : 0
# Reports and Statistics Total email size on this system : 0 KB
Breakdown by domain :
Logeut Domain Mails Size

FIGURE 4
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My Ma Médasued Se&ui®ty Benchmark Results

Note the results in this section are takesnfemt tBedmdypAudit Report done by Angelo State Univergity, |
Avenue N, San Angelo, Texas/%620%:ngelo.edu

The strengths of MyMail ds SES may be summari zed a
1 Secure user authentication
1 Secure #ojpoint transmission of electronic data
1 Robust and secure dynamic encryption algorithm
1 Secure key management and data storage
1 Secure audit controls

The benchmarking process used by Angelo State University included a cryptanadjisieaitisn coympieatisoratmihta
an end userafase analysis.

The cryptanalysis included frequency analysis, length of alphabet, variance, index ofstoteiagnce, probablg key
encrypted email data. A standard emaiethasshgebenshmark. The results of the cryptanalyesidbare summar|zed i
Length of cipher alphabet is the number of unique characters in the encrypted messagedamihnditis variange of t
a measure of its statistical dispersion, indicating how far an encrypted character is fexnotleeiexjpiried plair| text
is the probability that two characters selected from an encrypted messextedodgdte adoticak ifhgéadrot
coincidence, the result would be 0.0656. If random, but uniformly distributed, plain tederecastktoesaltulatd inde
is 0.038. Smaller values of index of coincidence indicéditmhaddiruiatnert. Index of coincidence is inversely rel:
to probable key length. Small index of coincidence implies a large probable key lengihfoDisatidar is a statisfical r
contained in the encrypted message ouhywdrselynat@ortional to probability. Therefore; the larger the disorfer in
encrypted message body is, the smaller the probability of identiffiaglbdaiastioat thiec\izibaileBEsS
encryption algorithm produces a larger variance and larger disorder with a larger indexabfechéycidence and henc
length. Our cryptanalysis of the MyMail SES dynamic encryption algorithm meets the definition of secure.

~ BENCHMARK My Ma®% | 6 ¢
§ Length of Cipher Alphabet 71

= Variance 777

) Index of Coincidence 0.0154258

= Probable Key Length 38

2 Disorder 4.17603

3 Time required to crack all message in 1 email box ~b

Tg OnBme Pad Keys Yes

o Robust User Authentication Yes

5 TABLE 1

&

g Besides cryptanal ysi s, an e ma-iopointfeecgptionr key maragement, i |s o
§> amount of encrypted nigssxge\mlable to an attacker, and potential of us€ald@ntity theft (see
(]

=

/
-
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Feature

Encrypted Point to Point
SSL/HTTPS Connectivity
Encrypted Message Store
Ehcryption Standard

Key Generation Standard
Keys

Digital Fingerprint/Signature
Logs and Reporting

Mail Filtering

Webased Administration
Firewall Compatible

End User Ease tbYJse (
User ID

Key Storage on Server
Attachment Limit

Mailbox Quota

Sender Interface
Recipient Interface
Remote Email Access
Aitomatic User Logoff

Compatible w/ Std Clients & Browsers

TABLE 2

~

My Mai | 6s SESE
Yes

Sender/Recipient

Yes

25®it AES

DRS/PKS

Per User / Per Message

Yes (DRS)

Yes

Yes

Yes

Yes

Internally Hosted

Yes

5 MB to 20 MB

50 MB to 3 GB
Outlook/Web/Apple Mall, etc.
Outlook/Web/Apple Mall, etc.
POP3S

Yes

Yes

The MyMail Secure Email Solution | 11/17/2007
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My Mai | 6 s Sdpd@nt using S&lncomplapt web drovsers and POP3S connections forpartote emai
email cliemhisu@as Mi crosoftds Outl ook. My Mai | 6s SESOG6s e

user. This type of key management is one of the best apiprexyadtieysiGktdpacdheys are only used once an
int heory provide the highest | evel of i didatea mati o
potential attacker does not have access to large amounts of encrypted message datsl.yJdéaidehtify sheftSs
because user authentication is achieved through an email address internal to the EDH. An external email

jonsmith@myoffice.com can be pulled into the EDH by a provider administrator. Authetitoréend) users inter
persons from using MyMail 8ds SES.

My Ma Arthiesturgd IEn@ementations

Implementation

The preferred embodi ment for i mpl ement ngstgof My Ma i
least one or mamgputers), where each group of servers is dedicated to performing a single independent fun
functions are:

1) Emai l Database Host, 2) Applicat i oonsthbo sftu nocrt i
requires at | east one private networ k atoincmrecHo
function requires at least one public Internet connection and one privatemetveork cogneatianp Ang thersé
Key Stored6 function requires at | east one priva

Al ternatively a MyMail 6s SES syst eminedApdicationv i c e

acce
hcr
|
n
Endhi
nddre
hally

O

ction

Database Host 6 function, and the O0Pai rpeferrddey Stlor

embodiment implementation described above since the actual email mesdiagetistoragedamta tervautihat i
Internet.




% Subscribers Subscribers

Subscribers

EDH

Key:
AH = Application Host

EDH = Email Database Host
KSA = Key Signing Authority
PKS = Paired Key Store

FIGURE 5

Paired Key Store (PKS)

™~
The PKS is housed on secure servers physically separated from the Email Database HdSm({kbed), Aéolica
Application Database Host. The PKS st BKSeedererc@sc h
the subscriberds Public Encrybﬁhathcofmemesycr(inEeK)ﬁﬁarf
There are several functions of the PKS describeg belovenEio RKSis@EGNswee b ser vi cg W
link interface. Access to the PKS is restricted to the source IP addresses of tHnitAﬁnﬂicE[Diath—lpatssw@m Vi
pair. A call i s made tsencryped froméehe 8SL atreamsbeforedswrage BAC lo

made to retrieve a subscriberodos PDK when the&gus

Account Provisioning

Account Provisioning involves three processes:

1. Creating an unique essaildddr ID) with secure storage for the new subscriber;
2. Generating a Public Encryption Key and Private Decryption Key pair;
3. Creating a subscriber file for the gmail Message Transfer Agent.

The MyMail Secure Em

ion F
S
il
it
alid 3
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http://www.xfront.com/REST-Web-Services.html
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Each subscriber ds Usanddedirél orassigreeedoreainaame dnd turyning itethkough
inspection calculation to insure that the User ID is unique for the desired or assigned gample ifidinee prior td

gn Il
cree

User IDhn.smith@MyMalitleady existed the subscriber would be given the option of selecting a known uniqyie ad

johnsmith@ My MatmemithO Idzilyetjohnsmith123 @ My eredfreritering his own alternative address.

Generating each subscriberds Public Encryption

1. Passingthescr i ber s User | D and Password to the

2. Taking said User ID and Password, and processing them through a hardware random number g
Public Encryption Key;

3. Initiating a Key Signing Request from tine Bainedi€gySBining Authority;

4. The Key Signing Authority signs h

in the creation of the subscriberd

5. The Key Signing Authorityset t he subscri berods P

Userds password.

t e

rdos Private
rivate Decry
Once the subscriberds Public Encrypti omRowSeget and
created by a hardware random number generated algorithm on the Paired Key Store. TheaDlynamic Row
subscriberds Public Encryption Key ande&nchPylplie

Encryption Key.

After the subscriberds Public Encrypt i atedthegare E
stored in a MySQL database on the Paired Key Store.

The last process of provisibringass ber 6 s account c¢ r-gmaitMessaga Transfer Agent.
Webmail Account Login Process (ALP)
1. Subscriber enters Email address and password at the login screen.
2. Application Host (AH) tests to sesctivdomain is
3. AH tests to see if account is active
4. AH tests to see if account has an active plan
5, Subscriberds password is tested against th
6. Subscriberds session is initiated upon suc
7. A $userid is calculatedSronbteec r i ber ds | ogin Email address
8 The Subscriberds Private Decryption Key (P

using the $userid and password.
0 PKS retrieves the SubPsrdrviabeer dDse cR uwhbpltiico nf
Subscriberdés Encrypted Dynamic Row Secr
The Subscriberds eDRS is decrypted wusin
The Key data is decrypted using the DRS
The PDK is decrgrppted using t
The subscriberds PDK is retu
9. The subscriberds PDK is stored i
10. Subscriber is redirect to the Inbox view

e Subscrib
ned in PEN
n the sess

O O OO

h
r

KeagsultsSi gni

Ke

P a i
nera

SECre
d

DK

F nKC
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mailto:john.smith01@MyMail.net
mailto:johnsmith123@MyMail.net

Mail Retrieval Process (MRP)

Message retrieval request is executed on the AH

The message data and DiRS &n@methie mail database

The encrypted DRS is base64 decoded

The encrypted DRS is decrypted using the PDK

The encrypted message data is base64 decoded

The encrypted message data is decrypted using the DRS

Inflate the message data using gzip compression

The complete message data is now available to the requesting process

= =4 = =4 -8 -8 -8 -9

Mail Storage Process (MSP)

1 New mail message arrives at AH
f $userid is calculated from the r
1 PEK is requested from the PKS using the $userid

0 PKSretrievestheaKeyadatd Key dat ads DRS

eceiptds

using the

o0 The Key datads DRS is decrypted using

0 The Key data is decrypted using the DRS

o The subscriberds PEK is returned in P

Generate new DRS for the message

Deflate the message data using meintoateresdipatterns
Encrypt the data of the message using the DRS
Base64 encode the encrypted data

Encrypt the DRS using the PEK

Base64 encode the encrypted DRS

Store message data and DRS in the mail database

Additional notes

= =4 =4 =4 -8 -4 -9

Key Pairs are geandhstored on a remote key server for each subscriber.

Encryption Keys are available to applications that store mail for the subscriber.

Only after password verification wi lahddiaplaysEmhils

messages.

Each message is encrypted using a unique dynamically generated symmetrical key; theBadtgps@re

Key.

Each message is decrypted using the unique symmetrical keyethahese kymarealhyaeerasing the

Decryption Key.
Summary Flow.
Asymmetrical Encryption Key encryptsA

Dynamic Symmetrical Key encryptsA Message

ion | 19/17/2007
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Password A decryptsA Asymmetrical Decryption Key A

decryptsA Dynamic Symmetrical Key A decryptsA Message

' Encryptisra means of taking something that is readable or processable, either by humans or
transforming it into unreadable or unproceBsepyptphberisteanskaidahat which was encrypted a
returning it to its original readable or processable state.

"Secures defined as o0safe from penetration or
information access, storageméssion. Two acts of congress, the Family Educational Rights and
(FERPA) and the Health Insurance Portability and Accountability Act of 1996 (HIPAAy@xitend the
information.
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