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Introduction 

Todayõs concerns about security and privacy on the Internet are justified.  This paper addresses these concerns as they relate to email 

communications and discusses how the MyMail Secure Email Solution (SES) provides the best-in-class solution by drawing upon its patented 

and patent pending technologies. 

1. Overview of MyMailõs SES 

Every day your personal details and private information are released to advertisers, market data collectors, snoopers and hackers without 

your knowledge. This makes you vulnerable to spam and identity theft. With MyMail's patented technology, these threats are eliminated. 

Simple to use and highly protective of your personal and private information, MyMail understands that itõs your mail, not our mail, nor 

anyone elseõs mail.  

The MyMail SES differs from standard email solutions in that: 

In the actual communication and delivery of email messages ð email messages are delivered safely and securely across the internet;  
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In the storage and retrieval of email messages ð each email message is stored securely in an encrypted format, which only the 

intended recipient (the email inbox owner) can open and access.  

 

 

 

As a result, individuals, businesses, schools and governments can rest assured their email messages are kept private and confidential.   

Recent changes made to the òterms of service agreementsó by most free email service providers and internet service providers shows that 

personal and private communication data, presumed to be private and personal, are not private at all. For example, the providers scan and 

read every email message for information to sell to advertisers to òhelp keep their prices competitive.ó Hereõs a snippet from one popular 

free email service provider terms of service: 

òé You understand and agree that the Service may include content-targeted ads or other related information é 

[company] disclaims all responsibility and liability for the availability, timeliness, security or reliability of the Service 

é [Company] also reserves the right to access, read, preserve, and disclose any information as it reasonably believes 

is necessaryé [Company] may monitor, edit or disclose your personal information, including the content of your 

emailséó 

Hereõs what a popular ISP is doing 

òé within the next few weeks you will begin seeing graphical advertisements in your Mailé These advertisements 

will be integrated into your Mail experience, and we hope you will find the advertisements useful. Advertising é helps 

us keep prices competitive, while we continue to provide the high level of service that you have come to know and 

trust éó 

Exceeds Federal Guidelines for Security and Privacy Requirements 
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MyMailõs SES meets and exceeds the demanding security and privacy requirements set forth in the òSecurity Standards: Technical Safeguards of 

the Health Insurance Portability and Accountability Actó  (HIPAA) known as the òSecurity Standards for the Protection of Electronic Protected 

Health Information,ó published at 45 CFR Part 160 and Part 164. 

MyMailõs SES meets the demanding privacy requirements set forth in the Family Educational Rights and Privacy Act (FERPA) pursuant to 20 

U.S.C. § 1232g; 34 CFR Part 99. 

MyMailõs SES also meets the requirements of the Graham-Leach-Bliley Act relating to disclosure of nonpublic personal information. 

MyMailõs SES security audit has been validated by the Physics Department of Angelo State University (ASU), the host of the State of Texas 

Data Center for HIPAA and FERPA compliance in addition to rigorous security privacy standard tests.  For specific details on how MyMailõs SES 

addresses FERPA, HIPAA and GLBA see the Independent Security Audit Report done by Angelo State University, 2601 West Ave. N, San Angelo, 

Texas 76909; http://www.angelo.edu. 

Provides Security and Privacy that is Transparent to the End-user 

MyMailõs SES is so easy to use that itõs virtually transparent to the end-user/general email user. MyMailõs SES ensures that each email message 

stored is uniquely encryptedi using dynamically generated encryption keys for the ultimate security and privacy, without special plug-ins or 

retraining end-users on how to secure special email messages. 

1. Standard email servers provide very little security and offer no privacy.  MyMailõs SES protects every email account from 

unauthorized system administrator snooping and access, and illegal access to email data by hackers.  By design, MyMailõs SESõs 

secure email architecture:   

1) always uniquely encrypts every email message, including the òSubjectó and òFromó fields in the email message header,  

2) can be configured to eliminate the ability of unauthorized system administrators, hackers or snoopers from changing or 

breaking email access passwords to gain quick access to email messages,  

3) separates the encryption/decryption keys from the email message data in a manner that provides security and privacy that 

exceeds the requirements of HIPAA and FERPA. 

2. Using MyMailõs SES for all email services (secure and non-secure) actually increases security by reducing the otherwise inherent 

security risks caused my large amounts of email message data stored.  Using traditional encryption methods to store large 

amounts of data causes detectible repetitive patterns to appear in the data.  This is a natural result of using the same encryption 

keys to encrypt all data, thus providing a mechanism to gain access to the entire original email message.  The MyMail SES 

eliminates repetitive pattern detection by uniquely encrypting each email message using its own set of dynamically generated keys.  

3. MyMailõs SES solution encrypts every message using two or more algorithms, one to encrypt the email message body and 

attachments, and the other to encrypt portions of the email header (the subject and senders email address field).  Additionally 

the decryption message keys are encrypted using a dynamically generated key pair which requires each mail recipientõs password 

to open and access. 

4. All network communications between servers implementing MyMailõs SES use Secure Socket Layer (SSL) and Transport Layer 

Security to ensure secure private data transmission, making it compatible with all SSL Email Client programs such as Microsoft 

Outlook, Mozilla Thunderbird, and Apple Mail.  MyMailõs SES supports secure web access through any òhttpsó compliant web 

browser, including Microsoft Internet Explorer, Mozilla Firefox and Camino for Mac. 

Eliminates spam with its EsSentry Email Address Authenticator 

1. MyMailõs SESõs EsSentry has been described as the òBest spam eliminator I have ever seenó, by James P. Keffer, President, 
Orthobionics, Inc. Although technically not a spam detector, MyMailõs SESõs EsSentry eliminates spam by authenticating the email 

address of the sender of each email message prior to delivering to the recipientõs email inbox. EsSentry puts each user in control 

of how and which email comes into their inbox. 

http://www.angelo.edu/
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2. MyMailõs SESõs EsSentry works by using a sender-self-authentication mechanism that adds legitimate email addresses to each users 

whitelist and illegitimate email address to each usersõ blacklist and òyet to be identifiedó addresses to a holding box, which is 

accessible by each email recipient through a secure web-browser interface.  

Applications 

How MyMailõs SES Improves Email Efficiency 

MyMailõs SES includes a mail handling module called EsSentry (formerly òMailGuardó) which effectively eliminates spam through a white, black 

and gray list support, custom filtering and image code challenge and verification. 

 

(A sample of aȅaŀƛƭΩǎ {9{Ωǎ LƳŀƎŜ /ƻŘŜ /ƘŀƭƭŜƴƎŜ ŀƴŘ ±ŜǊƛŦƛŎŀǘƛƻƴ ǊŜǎǇƻƴǎŜύ 

MyMailõs SESõs features allow users to quickly get the email messages they need and eliminate junk mail. EsSentry allows each email recipient 

to control who they receive mail from by either adding the senderõs email address to a whitelist or by making senders authenticate 

themselves through a challenge-and-response protocol. The challenge-and-response protocol is configurable to automatically add a senderõs 

email address to the recipientõs whitelist if desired.  When EsSentry is enabled, the only email messages delivered to a recipientõs inbox are 

those sent by authenticated senders, i.e. those who have successfully authenticated themselves through the challenge-and-response protocol. 

All other messages are held in a non-authenticated graylist storage space of each recipientõs mail box until one of the following events 

occurs:  

1. the message sender authenticates himself 

2. the intended mail recipient accepts or rejects the message  

3. the message is deleted by the system after a period of aging (the system default is 15 days)  

4. the userõs mail box space is full and deleting older un-authenticated messages would allow delivery of authenticated sendersõ 

messages or  



 6 

Th
e 

M
yM

ai
l S

ec
u

re
 E

m
ai

l S
o

lu
ti

o
n

 |
 1

1
/1

7/
2

0
0

7
  

5. the sender fails to authenticate themselves through a challenge-and-respond protocol after several (system default is nine) 

attempts.  

It is important to note, that although the sender may have failed to timely respond or incorrectly failed the challenge-and-response protocol, 

the sender is not òblacklistedó which is another EsSentry feature.  Blacklisting immediately terminates mail from an undesired source on a 

permanent basis.  Because of the finality of blacklisting, the MyMail SES requires recipients to manually add the email address they want 

blacklisted from their account, which prevents the loss of possibly valid email messages. 

In addition to EsSentry, MyMailõs SES includes many other configurable options such as: vacation reply, mail forwarding, custom signature, 

mailbox status notifications and automated message filtering. 

How MyMailõs SES Reduces Email Privacy and Security Threats 

Eliminates Eavesdropping: Standard email solutions operate by letting personal, private and confidential information, and email identities 

(usernames and passwords, a.k.a. credentials) travel through the internet in plain text.  MyMailõs SES protects this information by using its 

patented and patent pending technologies and encrypts the plain text messages prior to their internet journey to a server running MyMail's 

SES.  

Reduces Identity Theft: MyMail uses a Secure Socket Protocol to ensure privacy across the internet by transforming email credentials 

(username and password) and email messages into a type gibberish, that only your computer and the MyMail Server understand, as they 

travel across the internet.  MyMail then further encrypts and securely stores all email messages using security keys that only the legitimate 

credentials (held by the intended email recipient) can open. Standard email solutions do not provide the necessary security to secure 

credentials or store email messages, which makes it easy for hackers and snoopers to obtain credentials.  With the credentials in hand, 

hackers and snoopers can read, download, delete and even send fraudulent email messages.  

Inhibits Privacy Loss:  

¶ Maintaining a minimal amount of information in plain text.   

Other than short-lived file logs (see #8 below) all information is securely encrypted and stored using security keys that 

only authorized credentials (username and password) can access. 

¶ Masking internet protocol (IP) addresses in message headers.  

By doing so, the MyMail SES protects personal private information such as, which city and state someone is located in, 

and preventing potential predators from discovering key personal information. 

¶ Ensuring all email messages are encrypted for storage, and encrypted for transmission. 

Whether using MyMailõs SESõs Webmail interface or an email client such as Microsoft Outlook to send and receive email 

messages, MyMailõs SES protects privacy, and keeps email safe and secure.  

Eliminates unauthorized message manipulation: MyMailõs SES can be configured to eliminate administrative access to usersõ passwords, which 

prevents unauthorized access to mail messages and mail boxes.  Further, since all email messages are encrypted and securely stored using 

dynamic security keys no message manipulation is possible.  Any modification or attempted modification of an encrypted email message 

would render it unreadable since that would result in a decrypted message of gibberish rather than the restoration of the original message 

contents.  The email messages sent are the email messages received.  

Reduces False Emails Appearing Real: It is very easy to construct email messages that appear have been sent by someone else. MyMailõs SES 

employs several proprietary and published techniques ð including Reverse DNS lookup, Finger and special credential validation ð to identify 
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and validate that an email message that is being sent from a particular email server and host name are legitimate and that the senderõs 

email address is correspondingly valid.  Further, MyMailõs SES ensures that all messages sent through its servers contain valid MyMailõs SES 

header information. 

Overcomes Lack of Evidentiary Standing: Because the MyMail SES encrypts and securely stores each email message using unique security keys 

specific to each users credentials, no one else can forge or manipulate the contents of the email messages.  This guarantees the accuracy of 

every email message, which is the basis for legal evidentiary standing to enforce and authenticate contracts, business communications, 

electronic commerce, and medical related communications. 

Stores Email Messages Redundantly: MyMailõs SES is designed to use RAID 5 or RAID 6 disk arrays for redundant/fault tolerant email message 

storage, which eliminates the need for archiving the secure email message store.  By default, MyMailõs SES is configured to maintain a 

redundant/fault tolerant copy of the secure email storage on each secure email server, rather than archiving the data via some asynchronous 

mechanism. MyMailõs SES does this for the following reasons: 

Archived data is not synchronized with current data.  As a result, email messages that are believed deleted could possibly reappear causing 

unexpected consequences; because MyMailõs SES supports the use of POP3 Email programs (clients), such as Microsoft Outlook or Mozilla 

Thunderbird, each user can download their own email messages to their personal computer systems and manage their own email message 

archives.  

Does Not Retain Traditional Log Files: Traditional log files are text files written in plain text, which are used to assist in diagnosing problems 

and spotting potential security breaches.  However, they often contain various forms of information such as IP address, email address and 

other potentially private and confidential information.  To prevent such log files from becoming security breaches themselves, MyMailõs SES, by 

security policy, does not retain any log files for more than 72 hours.  Even those particular files are kept securely with only the minimal 

amount information necessary to perform standard diagnostic functions. 

Eliminates Inside Email Snooping and Theft: Most of todayõs email solutions allow system administrators complete access to email accounts 

and credentials (username and password), which allows the possibility for them to read, edit and delete someoneõs email messages without 

their knowledge. This access also allows system administrators to send email messages as though they were from someone else. MyMailõs SES 

is designed to prevent system administrators from gaining access to email accounts by simply resetting and restoring passwords. 

MyMailõs SES provides a variety of configuration options including password management which for security reasons are only configurable at 

system installation time.  Various password management scenarios include: 

1. The ability to allow a system administrator to set or reset individual passwords as they please; 

2. The ability to reset an account password based upon a universal reset password; 

3. Disallowing a system administrator to set, reset or recover user account passwords. 

Although options 1 and 2 provide detailed audit trails for password changes made by system administrators, option 3 provides the ultimate 

security by only allowing an account holder to change and modify passwords; thereby eliminating a system administratorõs ability to gain 

unauthorized access to email messages. 

If at installation time the universal reset password is set and enabled, the system administrator is allowed to reset a userõs email account to 

the preset universal password.  However, they would not be able to restore the userõs password back to its original password.  This prevents 

a system administrator from accessing someoneõs account without their knowledge.  In addition MyMail tracks password reset and reactivation 

(with a new password) in a twofold manner.  First by entering the password reset or reactivation dates and times into a secure table that 

each user can inspect, and second by sending email notifications to the email account holder and their secret designees notifying them of the 
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dates and times the userõs email account was reset and reactivated.  These password and account access control mechanisms thwart the 

threat of inside snooping, which has cost many businesses millions of dollars. 

Technical Analysis  

This section describes in technical detail how MyMailõs SES uses its technologies in combination with other open source technologies to safely 

and securely transmit and store email messages. 

Definitions: 

Message Digest: is a method by which a message, such as an email message, is passed through an algorithm to generate a unique sequence 

of characters (usually around 128 of them). This unique sequence of characters is analogous to a "fingerprint" in that only the message used 

to generate it can reproduce it. Thus, a Message Digest is one way of verifying that a message sent has not been altered before it was 

received.  This verification is accomplished by comparing the Message Digest of the message received with the Message Digest of the message 

sent.  If the two Message Digests match, then the message is unaltered and therefore valid. 

Symmetric Key Encryption: is defined as the form of encryption where the "secret" key used to encrypt a message into "CypherText" 

(gibberish) is also used to decrypt (restore) the message back to its original form. Symmetric key encryption significantly reduces 

eavesdropping, makes message modification nearly impossible, and given the right key it is extremely difficult thwart.  The problem with 

symmetric key encryption is that both the sender and recipient share the same secret key, which means that they have had to meet 

privately in order to share the secret key with one another. Because of this, symmetric key encryption is often not practical for an initial 

key exchange as the sender and recipient may be thousands of miles from one other.  In general, symmetric key encryption is more secure 

than asymmetric key encryption (discussed below), but lacks the practicality of the initial key exchange mechanism provided by asymmetric 

key encryption. 

Asymmetric Key Encryption (also known as "public key encryptionó): is defined as that form of encryption where a minimum of two unique 

keys (a òpublic keyó and a òprivate keyó pair) are used to encrypt and decrypt a message. When two sets of òpublicó and òprivateó keys 

are used (where one set of keys belongs to the message sender and the other set of keys belongs to the message recipient) a message can 

be encrypted then decrypted, and the identities of the sender and recipient can be established.  That is, using asymmetric key encryption not 

only secures the message but ensures the identities of the sender and recipient by using the senders private key to encrypt the message and 

then taking that encrypted message and encrypting it again using the recipientõs public key, which ensures that only the recipient can open 

the message by using his private key and then using the senderõs public key to confirm that the message was in fact sent by the sender. 

DynamicKeyÊ Encryption is a method of dynamically generating a single use symmetric key for each message and encrypting those keys 

with a set of unique dynamic asymmetric keys that only a message senderõs credentials can send and only the message recipient credentials 

can open. DynamicKey Encryption was developed by MyMailõs SES using its patented and patent pending technologies.  

Email Database Host (EDH) ð Servers that store email messages. 

Application Host (AH) ð Servers that provide one or more of the services, HTTPS Webmail, POP3-SSL, SMTP-SSL and SMTP. 

Combined Application Database Host (CADH) ð Servers configured to perform both Database Host and Application Host functions. 

Paired Key Store (PKS) ð Servers that store and manage access to each subscriberõs Public Encryption Key (PEK) and Private Decryption Key 

(PDK) pairs. When new e-mail messages arrive and/or when a subscriber initiates a request to read or retrieve their e-mail, an Application 

Host (AH) requests the appropriate subscriberõs key for encrypting or decrypting the messages. 
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Dynamic Row Secrets (DRS) ð A Server function that encrypts/decrypts the contents of one or more fields in a database row.  Each row has 

its own unique DRS, which are encrypted using the Public Encryption Key (PEK) and decrypted using the Private Decryption Key (PDK), 

defined below. 

Public Encryption Key (PEK) ð The òpublic keyó of the Asymmetric key pair, generated automatically for each subscriber. It is used to 

encrypt Dynamic Row Secrets (DRS).  The PEK is a 2048-bit RSA style public key, which is stored in a Paired Key Store (PKS).  There is one 

PEK generated for each subscriber. 

Private Decryption Key (PDK) ð The òprivate keyó of the Asymmetric key pair. It is generated automatically for each subscriber and is used 

to decrypt Dynamic Row Secrets (DSR).  The PDK is a 2048-bit RSA style private key, which itself is encrypted using the subscriberõs User Key 

Secret (UKS). The PDK is stored in a Paired Key Store (PKS) and there is one PDK generated for each subscriber. Thus each subscriber has 

one PEK and one PDK pair, which makeup the asymmetrical key pair. 

Key Signing Authority (KSA) ð Servers that generate a Private Decryption Key (PDK) for each subscriber using a Key Signing Key (KSK) and 

Key Signing Certificate (KSC). 

Key Signing Request (KSR) ð A request generated by the Paired Key Store (PKS) at time of key pair creation, it is passed to the Key Signing 

Authority (KSA) to request a signed Private Decryption Key (PDK). 

User Key Secret (UKS) - A key that is generated from the userõs password. It encrypts the userõs PDK and is the most important secret. 

Key Signing Key (KSK) ð The KSAõs master key.  This key is not used for encryption but to sign other keys. 

Key Signing Certificate (KSC) ð The Key Signing Authorityõs (KSA) master certificate.  The KSC is derived from the KSK and describes the mail 

provider. 

Account Provisioning Process (APP) ð Outlines the steps involved when a new account is created. 

Mail Retrieval Process (MRP) ð Outlines the steps involved to properly decrypt, and display a message. 

Mail Storage Process (MSP) ð Outlines the steps involved to properly process, encrypt, and store a message. 

RSA (Rivest, Shamir and Adleman) Encryption Algorithm - A public-key encryption algorithm developed by Ron Rivest, Adi Shamir and Leonard 

Adleman while at the Massachusetts Institute of Technology.  It was the first algorithm developed that was suitable for both signing and 

encrypting messages.  RSA was one of the first great advances in public key cryptography.  RSA is widely used in electronic commerce 

protocols and is very secure when used in dynamic implementations such as MyMailõs SESõs DynamicKey environment. 

Privacy Enhanced Mail (PEM) - A base64 encoding of the DER format. 

Distinguished Encoding Rules (DER) - A method for encoding a data object to be digitally signed or to have its signature verified. The output 

of which is referred to as DER format. 
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The Technologies in Action  

DynamicKeyÊ Encryption for Email Storage  

MyMailõs SESõs patent pending technology ensures every email message stored on its servers is uniquely encrypted using dynamically generated 

keys that can only be accessed using the recipientõs credentials.   

MyMailõs SES Secure Socket Layer Email Transmission 

The MyMail SES Secure Email solution requires that all communication (https:WebMail, POP3, and SMTP services) with MyMailõs SES Secure 

Email servers occurs over a Secure Socket Layer (SSL) connection. 

SSL uses a combination of asymmetric and symmetric key encryption standards. When one connects to a server using the SSL, in general the 

following things happen:  

1. The server uses its private key to prove to users that it is in fact the server that they are trying to connect to. This lets users 

know that they are not connecting to a middleman who is intercepting their communications.  

2. The userõs email client or web browser sends the server a public key.  

3. The server generates a "secret key" and encrypts it using the public key it received and then sends it back to the user.  

4. The user and the server then communicate using symmetric key encryption via this shared secret key. (Note: Symmetric key 

encryption is faster and more secure than asymmetric key encryption).  

The two benefits of SSL are verification of connection to the proper server and verification of server security. 

When one gets any warning messages when connecting to a server using SSL, one should think twice about ignoring them. While the service 

provider may have a small technical problem that is causing the warning, these warnings can also indicate that secure communications are 

being intercepted or compromised. These warnings usually indicate one of the following:  

1. The server's SSL "certificate" (i.e. public/private key pair) has expired.  

2. Some of the information in the certificate doesn't match the information expected -- i.e. the certificate was issued for a different 

server name than the one the user is trying to connect to. (One could be inadvertently connecting to the wrong server.)  

3. The certificate was issued by an untrusted agency.  

SSL certificates are (generally) issued by third party agencies such as Thawte.com or VeriSign. These 3rd party companies do a background 

check on companies and individuals that request certificates, and only issue certificates if the companies or individual have a right to them. 

The certificate includes the name of the company, the name of the issuing company, and the name of the server to which it is issued. When 

one connects to an SSL server one can verify this embedded information and the fact that it was issued by a third party company that is 

trusted. If the certificate is valid then a user can have a high degree of confidence that the server they are connecting to is the server they 

want to reach. 

By using SSL for Webmail, POP3, IMAP, and SMTP one is ensured that communications between their personal computer and their email 

server is encrypted. Hence each userõs email message, username, and password will be securely hidden from eavesdroppers. MyMailõs SES also 

uses SSL to protect inter-mail server communications so that email messages remain secure once they leave a MyMailõs SES SMTP secure mail 

server and head to their final destinations. Using MyMailõs SES not only protects your username and password from detection it also protects 

your email messages to those using MyMailõs SES or an SSL enabled mail server.   
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From an end-user perspective, SSL is very easy to use and is practically transparent. For those end-users using an email client such as 

Microsoft Outlook, Mozilla Thunderbird, or Apple Mail, it takes only a few mouse clicks in addition to the normal mail server names and port 

address configuration.  For those using web-mail it is transparent. For those recipients who do not have an SSL compliant service or server, 

please visit www.MyMail.com. 

Transmission architecture 

MyMailõs SES secures transmission of electronic information through its secure architecture shown in Figure 1.  Users connect to a MyMailõs 

SES server either by using a web browser capable of HTTPS and their local internet service provider (ISP) or through an SSL compliant POP3 

email client such as Microsoft Outlook.  After a user is authenticated on the Email Data Host (EDH), a Secure Socket Layer (SSL) is opened 

between the EDH and the userõs web browser or email client.  Specifically, the EDH assigns a dedicated port to the web browser or email 

client and all information through this port is encrypted.  Security certificates on the EDH must be up to date and valid for SSL to open 

between the EDH and userõs system.  If a user does not have an SSL compliant web browser or POP3 email client, then no SSL connection 

between EDH and the userõs system is made.  Failed SSL requests cause the EDH to return an error to the user.  This error instructs the 

user to switch to an SSL compliant web browser or email client before attempting to make another connection.  Server to server connections 

between EDH and Paired Key Store (PKS) and between Key Signing Authority (KSA) and PKS are accomplished through Secure Shell (SSH®) on 

dedicated ports.  All information on these dedicated ports is encrypted by SSHÈ.  MyMailõs SESõs secure architecture meets the definition of 

secureii.  User-to-user connections are encrypted point-to-point with SSL and server-to-server connections are encrypted through SSH®.  One 

advantage of this secure architecture is that encryption is transparent to all users of a MyMailõs SES.   

 

Figure 1: MyMailõs SESõs Secure Email Architecture.  Solid arrows represent SSL connections after user authentication; dashed arrows represent 

SSH connections. 

 

FIGURE 1 
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MyMailõs SES Dynamic Encryption Method 

MyMailõs SES uses a dynamic encryption algorithm, shown in Figure 2, which provides a unique solution for integrity and security of 

electronic information.  Upon creation of a user account, public and private keys are generated and stored on the PKS.  When a user sends 

an email message, their public key is retrieved from the PKS and a Dynamic Row Secret (DRS) is generated using a hardware gamma decay 

apparatus.  Gamma decay is a truly random process in nature which ensures each DRS is unique.  The public key and DRS are encrypted via 

OpenSSL and stored on the EDH.  Electronic mail data is compressed, shredded into four blocks, and encrypted with the DRS using the 

Advanced Encryption Standard (AES).  The National Institute of Standards and Technology states there are approximately 1038, 1057, and 1077 

possible keys for 128-bit, 192-bit, and 256-bit AES keys respectively.  MyMailõs SES uses 256-bit AES encryption; therefore, the initial number 

of keys is approximately 1077 per DRS.  It would take a machine trying 1 key per second 1069 years to recover a single 256-bit AES key if 

the same DRS is used to encrypt all email messages on the EDH.  To put this time in perspective, scientists set the upper limit for the age 

of the universe at 1010 years.  Dynamic row secrets are only used once, 256-bit AES encryption is used, and encrypted email data is 

shredded on the EDH.  Access to the information stored on the EDH is very controlled and restricted.  That is, authenticated users can 

access the information in human readable form through an HTTPS secure web browser or a POP3S secure mail client, whereas system 

administrators can only see raw encrypted data if they have the correct credentials.  Hence, the robustness of the MyMail SES prevents others 

ð including system administrators ð from viewing human readable forms of email messages of others. 

Figure 2: MyMailõs SES dynamic encryption algorithm. 

 
FIGURE 2 

 

MyMailõs SES Secure Data Storage Model 

MyMailõs SESõs secure data storage on the EDH is different from data storage on the PKS. On the EDH, encrypted data is stored in a 

database format by default. A file system format for data storage is available to the administrator if desired. The encrypted DRS serves as 

the fingerprint/signature for a particular email message. Mail header information needed to send the encrypted MyMailõs SES message through 

the internet is not encrypted. This information must remain in plain text in order for the encrypted DRS (fingerprint/signature) and email 

data (message body) to propagate through the internet. Email data for a particular message is shredded into four 256-bit AES encrypted 

blocks and then base 64 encoded in the database. These 4 blocks are tied to the base 64 encoded DRS and plain text mail header 
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information. On the PKS, public keys are stored in a database format. Public keys for each MyMailõs SES user are encrypted in the database 

along with the user's authentication data. This data format allows the EDH to retrieve a user's public key to be encrypted with the DRS 

obtained from the KSA. Encrypted key and data storage meet the definition of secure. 

MyMailõs SES Audit Controls 

Any person that either controls or has access to one or more pieces of the architecture or algorithm is subject to audit control.  This control 

is necessary to meet and document the definition of secure.  An administrator must be able to determine what has been done, when it 

happened, how it happened, and potentially who penetrated or intercepted one or more pieces of the architecture or algorithm.  For 

example, if someone purges a MyMailõs SES userõs encrypted email, which email was purged, when the email was purged, and who purged the 

email are critical pieces of information for audit control to function properly. 

MyMailõs SES uses several audit controls on the EDH to meet the definition of secure.  MyMailõs SES audit controls depend on the type of 

administrator: webmaster or provider.  Through the MyMail SES webmaster interface, the webmaster has access to site configuration, user 

account management, security and operations, package control, and statistical reports.  Figure 3 shows a sample of audit control tools 

available to the MyMail SES webmaster.  Security and operation of the EDH includes white listing (API Access), black listing (Ban IP Address), 

relay and spam prevention (Reject incoming address), and chronological mail purging (Purge mails).  The webmaster has access to statistical 

reports for usage and click through (Banner statistics) besides graphical and charted data on mail volume, user sign up activity, and mail 

size.   

Figure 3: Sample MyMailõs SES webmaster interface. 

 

THE FIGURE 3 

 

MyMail SES provider interface, shown in Figure 4, gives the provider audit control over data compression and storage format, domains, 

remote email access (POP3 server), database management, and statistical reports.  Compressing HTTPS data increases the amount of data sent 

to the userõs web browser through an SSL connection.  Encrypted email data storage on the EDH increases storage capacity and security.  

The provider also has the option of whether to store data in a database format or in a regular file system format.  Email domains can be 

added, removed, and edited by the provider.  Quotas can be set on a per domain basis through the provider interface or on per user basis 
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through the webmaster interface.  Remote email access may be configured, disabled, or enabled on a per domain basis.  At system 

installation time, MySQL database management tools can be installed to enable secure email data storage backup and restore services.  The 

provider has access to statistical reports for domain usage with graphical and charted reports on user sign up activity and mail volume. 

No user accounts for the webmaster or provider exist on the EDH. Therefore, neither the webmaster nor the provider can change audit 

control information. This information can only be changed by a MyMailõs SES system administrator. Audit control information available to the 

EDH system administrator includes user activity, web server activity, SSH activity, mail server activity, database activity, and operating system 

messages. Audit control information available to the PKS/KSA system administrator includes administrator activity, SSH activity, database 

activity, and operating system messages. Audit control logs are rotated and backed up automatically by the operating system. All of these 

audit controls can be used to meet and document as required by the definition of secure. 

 

Figure 4: Sample aȅaŀƛƭΩǎ {9{® provider interface. 

 

FIGURE 4 
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MyMailõs SES Measured Security Benchmark Results 

Note the results in this section are taken from the Independent Security Audit Report done by Angelo State University, 2601 W. 

Avenue N, San Angelo, Texas 76909; http://www.angelo.edu 

The strengths of MyMailõs SES may be summarized as: 

¶ Secure user authentication 

¶ Secure point-to-point transmission of electronic data 

¶ Robust and secure dynamic encryption algorithm 

¶ Secure key management and data storage 

¶ Secure audit controls 

The benchmarking process used by Angelo State University included a cryptanalysis of encrypted email data, an email feature comparison and 

an end user ease-of-use analysis.   

The cryptanalysis included frequency analysis, length of alphabet, variance, index of coincidence, probable key length, and disorder of 

encrypted email data. A standard email message was used as the benchmark.  The results of the cryptanalysis are summarized in Table 1. 

Length of cipher alphabet is the number of unique characters in the encrypted message body. The variance of the encrypted message body is 

a measure of its statistical dispersion, indicating how far an encrypted character is from the expected plain text value. Index of coincidence 

is the probability that two characters selected from an encrypted message body are identical. If plain text is used to calculate index of 

coincidence, the result would be 0.0656. If random, but uniformly distributed, plain text is used to calculate index of coincidence, the result 

is 0.038. Smaller values of index of coincidence indicate random, but non-uniformly distributed text. Index of coincidence is inversely related 

to probable key length. Small index of coincidence implies a large probable key length. Disorder is a statistical measure of information 

contained in the encrypted message body. Information is inversely proportional to probability. Therefore; the larger the disorder in the 

encrypted message body is, the smaller the probability of identifying information. The data in Table 1 states that the MyMail SES dynamic 

encryption algorithm produces a larger variance and larger disorder with a larger index of coincidence and hence shorter probable key 

length. Our cryptanalysis of the MyMail SES dynamic encryption algorithm meets the definition of secure. 

BENCHMARK MyMailõs SES® 

Length of Cipher Alphabet 71 

Variance 777 

Index of Coincidence 0.0154258 

Probable Key Length  38 

Disorder 4.17603 

Time required to crack all message in 1 email box ~Ð 

One-time Pad Keys Yes 

Robust User Authentication Yes 
TABLE 1 

 

Besides cryptanalysis, an email feature comparison of MyMailõs SES was conducted to assess point-to-point encryption, key management, 

amount of encrypted message body text available to an attacker, and potential of user identity theft (see Table 2).  

  

http://www.angelo.edu/
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Feature MyMailõs SESÈ 

Encrypted Point to Point Yes 

SSL/HTTPS Connectivity Sender/Recipient 

Encrypted Message Store Yes 

Encryption Standard 256-bit AES 

Key Generation Standard DRS/PKS 

Keys Per User / Per Message 

Digital Fingerprint/Signature Yes (DRS) 

Logs and Reporting Yes 

Mail Filtering Yes 

Web-based Administration Yes 

Firewall Compatible Yes 

End User Ease of Use (1-5) * * * * * 

User ID Internally Hosted 

Key Storage on Server Yes 

Attachment Limit 5 MB to 20 MB 

Mailbox Quota 50 MB to 3 GB 

Sender Interface Outlook/Web/Apple Mail, etc. 

Recipient Interface Outlook/Web/Apple Mail, etc. 

Remote Email Access POP3S 

Automatic User Logoff Yes 

Compatible w/ Std Clients & Browsers Yes 

TABLE 2 
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MyMailõs SES is encrypted point-to-point using SSL compliant web browsers and POP3S connections for remote email access using a third-party 

email client such as Microsoftõs Outlook. MyMailõs SESõs encryption keys are dynamic in that each key is only used once per message per 

user. This type of key management is one of the best approximations of the one-time pad key. One-time pad keys are only used once and 

in theory provide the highest level of information security". MyMailõs SES's default mail box quota and file attachment limit indicate a 

potential attacker does not have access to large amounts of encrypted message data. User identity theft is minimized with MyMailõs SES 

because user authentication is achieved through an email address internal to the EDH. An external email address such as 

jonsmith@myoffice.com can be pulled into the EDH by a provider administrator. Authenticating users internally prevents unauthorized 

persons from using MyMailõs SES. 

MyMailõs SES Architectural Implementations 

Implementation 

The preferred embodiment for implementing MyMailõs SES requires at least three groups of servers (where a group of servers consists of at 

least one or more computers), where each group of servers is dedicated to performing a single independent function. The three independent 

functions are:   

1) Email Database Host, 2) Application Host or 3) Paired Key Store.  The server group performing the òEmail Database Hostó function 

requires at least one private network connection and no public Internet connections.  The server group performing the òApplication Hostó 

function requires at least one public Internet connection and one private network connection.  And the server group performing the òPaired 

Key Storeó function requires at least one private network connection and no public Internet connections. 

Alternatively a MyMailõs SES system or service can be configured using two groups of servers configured for the òCombined Application 

Database Hostó function, and the òPaired Key Storeó function.  This implementation, although secure, is not as secure as the preferred 

embodiment implementation described above since the actual email message storage is on a server that is directly connected to the public 

Internet. 
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FIGURE 5 

 

Paired Key Store (PKS) 

The PKS is housed on secure servers physically separated from the Email Database Host (EDH), Application Host (AH) and/or the Combined 

Application Database Host.  The PKS stores each subscriberõs encryption key pairs in an encrypted MySQL database table.  The PKS references 

the subscriberõs Public Encryption Key (PEK) and Private Decryption Key (PDK) pair using a 32-bit hash of the subscriberõs full email address.  

There are several functions of the PKS described below.  The PKS is a Representational State Transfer òRESTó web service with a command 

link interface.  Access to the PKS is restricted to the source IP addresses of the Application Hosts with a valid 32-bit User ID and password 

pair.  A call is made to retrieve a userõs PEK when new mail arrives and is encrypted from the SSL stream before storage.  At login a call is 

made to retrieve a subscriberõs PDK when the user accesses their mail via Webmail or POP3. 

Account Provisioning  

Account Provisioning involves three processes: 

1. Creating an unique email address (User ID) with secure storage for the new subscriber; 

2. Generating a Public Encryption Key and Private Decryption Key pair; 

3. Creating a subscriber file for the qmail Message Transfer Agent. 

http://www.xfront.com/REST-Web-Services.html
http://www.xml.com/pub/a/2004/08/11/rest.html
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Each subscriberõs User ID is generated by taking the userõs name and desired or assigned domain name and running it through an ID 

inspection calculation to insure that the User ID is unique for the desired or assigned domain name prior to creation.  For example if the 

User ID john.smith@MyMail .net already existed the subscriber would be given the option of selecting a known unique address such as: 

johnsmith@MyMail.net, john.smith01@MyMail.net or johnsmith123@MyMail.net, or of entering his own alternative address. 

Generating each subscriberõs Public Encryption Key and Private Decryption Key pair involves the following steps: 

1. Passing the subscriberõs User ID and Password to the Paired Key Store; 

2. Taking said User ID and Password, and processing them through a hardware random number generated algorithm to create the 

Public Encryption Key; 

3. Initiating a Key Signing Request from the Paired Key Store to the Key Signing Authority; 

4. The Key Signing Authority signs the Key Signing Request using the Key Signing Authorityõs Signing Key and Certificate, which results 

in the creation of the subscriberõs Private Decryption Key; 

5. The Key Signing Authority returns the subscriberõs Private Decryption Key to the Paired Key Store, where it is encrypted using the 

Userõs password. 

Once the subscriberõs Public Encryption Key and Encrypted Private Decryption Key pair is created it is secured with a Dynamic Row Secret 

created by a hardware random number generated algorithm on the Paired Key Store.  The Dynamic Row Secret is used to encrypt each 

subscriberõs Public Encryption Key and Encrypted Private Decryption Key pair, and is itself encrypted using the Paired Key Storeõs Public 

Encryption Key.   

After the subscriberõs Public Encryption Key, Encrypted Private Decryption Key and Encrypted Dynamic Row Secret have been created they are 

stored in a MySQL database on the Paired Key Store. 

The last process of provisioning a subscriberõs account creates a file for the MyMail SESõs proprietary secure-qmail Message Transfer Agent. 

Webmail Account Login Process (ALP)  

1. Subscriber enters Email address and password at the login screen. 

2. Application Host (AH) tests to see if domain is active 

3. AH tests to see if account is active 

4. AH tests to see if account has an active plan 

5. Subscriberõs password is tested against the stored MD5 hash of their password 

6. Subscriberõs session is initiated upon successful login 

7. A $userid is calculated from the Subscriberõs login Email address 

8. The Subscriberõs Private Decryption Key (PDK) is requested from the Paired Key Store (PKS) through a private SSL connection 

using the $userid and password. 

o PKS retrieves the Subscriberõs Public Encryption Key and Encrypted Private Decryption Key pair (òKey dataó) and 

Subscriberõs Encrypted Dynamic Row Secret (eDRS) using the $userid 

o The Subscriberõs eDRS is decrypted using the PKSõ PDK 

o The Key data is decrypted using the DRS 

o The PDK is decrypted using the Subscriberõs password 

o The subscriberõs PDK is returned in PEM format 

9. The subscriberõs PDK is stored in the session data. 

10. Subscriber is redirect to the Inbox view 

  

mailto:john.smith@MyMail%20.net
mailto:johnsmith@mymail.net
mailto:john.smith01@MyMail.net
mailto:johnsmith123@MyMail.net
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Mail Retrieval Process (MRP) 

¶ Message retrieval request is executed on the AH 

¶ The message data and DRS are retrieved from  the mail database 

¶ The encrypted DRS is base64 decoded 

¶ The encrypted DRS is decrypted using the PDK 

¶ The encrypted message data is base64 decoded 

¶ The encrypted  message data is decrypted using the DRS 

¶ Inflate the message data using gzip compression 

¶ The complete message data is now available to the requesting process 

Mail Storage Process (MSP) 

¶ New mail message arrives at AH 

¶ $userid is calculated from the receiptõs Email address 

¶ PEK is requested from the PKS using the $userid 

o PKS retrieves the Key data and Key dataõs DRS using the $userid 

o The Key dataõs DRS is decrypted using the PKSõ PDK 

o The Key data is decrypted using the DRS 

o The subscriberõs PEK is returned in PEM format 

¶ Generate new DRS for the message 

¶ Deflate the message data using gzip compression eliminate text patterns 

¶ Encrypt the data of the message using the DRS 

¶ Base64 encode the encrypted data 

¶ Encrypt the DRS using the PEK 

¶ Base64 encode the encrypted DRS 

¶ Store message data and DRS in the mail database 

Additional notes 

Key Pairs are generated and stored on a remote key server for each subscriber. 

Encryption Keys are available to applications that store mail for the subscriber. 

Only after password verification will a Subscriberõs Asymmetrical Decryption Key be released to applications that open and display Email 

messages. 

Each message is encrypted using a unique dynamically generated symmetrical key; these keys are sealed using the Asymmetrical Encryption 

Key. 

Each message is decrypted using the unique symmetrical key that was dynamically generated; these keys are unlocked using the Asymmetrical 

Decryption Key.  

Summary Flow. 

Asymmetrical Encryption Key encrypts Ą  

Dynamic Symmetrical Key encrypts Ą Message 
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Password Ą decrypts Ą Asymmetrical Decryption Key Ą  

decrypts Ą Dynamic Symmetrical Key Ą decrypts Ą Message 

                                                           

i
 Encryption is a means of taking something that is readable or processable, either by humans or computers, and effectively 

transforming it into unreadable or unprocessable gibberish.  Decryption is the means of taking that which was encrypted and 

returning it to its original readable or processable state. 
ii Secure is defined as òsafe from penetration or interception by unauthorized persons.ó   This definition applies to electronic 

information access, storage, and transmission.  Two acts of congress, the Family Educational Rights and Privacy Act of 1974 

(FERPA) and the Health Insurance Portability and Accountability Act of 1996 (HIPAA) extend the definition of secure for electronic 

information. 


